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Overview

Computing Services and Systems Development has deployed a secure remote access solution to permit University students, faculty, and staff to access restricted University online resources.  This service is known as “SSL VPN” and allows members of the University community to access online library journals and other restricted resources from an Internet connection through an easy-to-use Web interface.  

This service replaces the Stargate VPN solution and requires no special software to be configured on your computer.  These instructions explain how to access online library journals and other Web-accessible services using the SSL VPN service.
Connecting to the SSL VPN Service 

1. Open a Web browser such as Internet Explorer or Netscape.  In the address bar at the top of the screen, type https://SSLVPN.PITT.EDU and then press the Enter key.

2. The Security Alert screen will appear next as shown below.  (Note:  This screen will be eliminated in a future update to the SSL VPN service.)  Click the “Yes” button to continue.
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Authenticating to the SSL VPN

You will need to enter your University Computer Account username and password in order to authenticate to the SSL VPN.  

1. Type in your username and password into the appropriate boxes on the screen.  

2. Click the “Sign In” button to continue.

Note:  If after clicking the “Sign In” button you see an error message, click the browser’s “Back” button and make sure that you have typed in all information correctly.
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Welcome Screen

When you see the Welcome Screen below, you have successfully connected to the SSL VPN service.  The Welcome Screen allows you to connect to the initial WEB pages of Hillman Library, Health Sciences Library, or other WEB pages that might be added to this list of permanent bookmarks.
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You can connect to any Web site from the Welcome screen including restricted resources available only to University students, faculty, and staff by using the Address bar or the Web Bookmarks list.   You must access these sites from the Welcome screen so that you are identified to the service as a valid University of Pittsburgh affiliate.

Note:  If you have difficulty accessing some online library journals using Microsoft Internet Explorer as your Web browser, you will need to do the following:

1. Click “Tools” on the menu bar at the top of your browser window and then select “Internet Options” from the drop down menu that will appear.

2. Click on the “Advanced” tab at the top of the “Internet Options” window.

3. Scroll down until you see “Security Settings” in the Settings window and “check” the box next to “Do not save encrypted pages to disk”.

4. Click the “OK” button to save this setting and close the Options window.
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Returning to the Welcome Screen

You will notice that a set of controls has been added to the upper right corner of any Web page that you are viewing through the SSL VPN service.  

· The left hand button (double arrows) will move the control set to the left side of the window and back again.

· The center button will return you to the Welcome screen.

· The right-hand button will close the window entirely.

Disconnecting from the SSL VPN

When you are finished accessing restricted online University resources, you should disconnect from the SSL VPN service.  You can do this by:

1. Return to the Welcome screen as described above and click the “Sign Out” button. 

2. Close all Web browser windows that were opened using the SSL VPN service or close your Web browser entirely.

Questions and Feedback

Please contact the Technology Help Desk at 412 624-HELP [4357] for additional information, assistance, or to provide feedback on this service.  Please be sure to note when calling that you are using the SSL VPN Service.
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